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Today's Agenda

2026

• Problem: Intermittent packet loss, manual ops, slow MTTR

• Solution: Telemetry + Grafana alerts + auto reroute

• System Architecture: Exporter → Prometheus → Grafana → Webhook → 

Switches

• Future Enhancements: Smarter logic, secrets hardening, richer observability
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Why we built this?

2026

Pain Points

• Intermittent packet loss on JKT-IX backbones, no clear timestamp pattern.

• Manual ping tests, manual routing protocol tweaks = slow MTTR.

• Risky ad-hoc changes (plaintext creds, manual deploys).

Goals

• Continuous ping telemetry from JKT-IX switches.

• Visualize latency & packet loss in Grafana, retain history.

• Alert Product/OAM team instantly when reach certain amount of threshold.

• Auto-reroute traffic when issue appeared then revert when healthy.

• Safe, repeatable CI/CD flow (GitHub Actions → VM) for all script changes.
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System Architecture

2026
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Example case

2026

When Prometheus detects packet loss or 

high latency, it is displayed in Grafana.

Grafana then triggers an alert that runs a 

script to automatically reroute the traffic.

Once conditions return to normal, another 

script is triggered to roll back the change.
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Future Enhancements

2026

• Smarter Reroute Logic

o Add cool-down & max-change counters to prevent flapping

• Config & Secrets Hardening

o Move creds to Vault/Keycloak

• Observability & Audit

o Push reroute events to Loki/ELK for searchable history

o Add traceroute/jitter metrics & SLA dashboards
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JKT-IX

Happy peering!
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