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Looking back ...

e |X.br has been seeking a functional EVPN solution since 2016

e In 2024, we implemented EVPN SRv6 at IX.br Brasilia with ARP/ND Proxy
e Significant reduction in ARP and Neighbor Solicitation volume

e Eliminated Unknown Unicast flood

e |[n 2024, IX.br Sao Paulo was experiencing some instability and a high volume of ARP,
Neighbor Solicitation and Unknown Unicast

e NEXT OBJECTIVE: Implement EVPN SRv6 at IX.br S3o Paulo with ARP/ND Proxy
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MPLS L2VPN vs SRv6 L2VPN

LDP-VPLS Load balancing along the path
Label to reach the destination PE -|: Tunnel Label l
Label representing the layer 2 _" bel B Version | Traffic-class | “Flow-Label: ||
service on the destination PE | VC Labe Payload length | Next Heager | Hop Limit 5
- 3
Labels for load batancing | MREES EVPN ELAN + CSID SRv6 Soure Adaes :
along the path i Control Word m — fdee 0008 i £e003° 0000 - 0000 - 000p: 0009 B
— T 4T T T T T
Ethernet Ethernet SID CSID \CSID CSID CSID CSID
2 4 5 6.
IP IP Available Instructions
TCP/UDP TCP/UDP
Data Data _ _
Instructions for Instructions for the

reaching the Layer 2 service on
destination PE the destination PE




EVPN ELAN + SRv6

EVPN: EVI1000 . EVPN: EVI1000

RD 192.168.0.1:1000 IBGP RD 192.168.0.2:1000

RT 65000:1000 RT 65000:1000

ubDT2U —fdbb:1000:1:400{:: uDT2U - fdbb:1000:2:e001::

CE1 EVI 1000
uDT2U - 4001
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EVI 1000 CE2
uDT2U — e001
Locator:

fdbb:aa00:2::/48

IPv6 network

Locator:
fdbb:aa00:1::/48

End.DT2U: Endpoint with decapsulation and L2 unicast lookup




EVPN ELAN + SRv6

IPV6 Header

SA: fd00::1

DA: fdbb:aa00:2:e001::
Next Header: L2

IPv6 network

CE1 EVI 1000 EVI 1000 CE2
uDT2U - 4001 uDT2U — e001
Locator:

fdbb:aa00:2::/48

fdbb:aa00:1::/48

End.DT2U: Endpoint with decapsulation and L2 unicast lookup




EVPN Proxy ARP/ND

e Reduction / Elimination of ARP and
Neighbor Discovery

Proxy-ARP/ND in EVPN Services (RFC 9161) Rq,uierB e Static ARP/ND advertised with the “ARP/ND
,.:' Extended Community with Immutable flag”

for Router B 1 /\/ ‘j;;. (RFC9047)
Sl PE1 Router C

P — * Ensures that static ARP/ND entries prevail
"'\_l LY { \ Awith ARP / ND entries) 1. Neighbor solicitation over dynamic entries
—"% ’ for Router C IPv6
Router A S Pl pat <
2. ARP Reply o faA * Prevents ARP/ND Spoofing
for Router B IP o K ,\
P Thg " Router D e Ensures that participants do not respond
% "e:?,:",’{;'u;‘:,"é’}',ff;“""' with ARP/ND to IPs that do not belong to
them
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December, 2024: IX.br Sao Paulo network status

e Network using VPLS with some members on layer 2 devices
e Some instabilities related to MAC address learning in VPLS peers

e Due to the nature of flood-based learning, low visibility of the
network as a whole

e High volume of ARP, Neighbor Solicitation, and Unknown-unicast

e Some automations, but often limited by legacy equipment
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Migrating from LDP-VPLS to EVPN SRv6

The migration occurred with minimal impact on the participants

__________________________________________________________________________________________ >

VPLS Network

Enable IPv6 and
ISIS at the core

Replacing PE
routers one by

EVPN Network

— —_—) ——————— . ge
(LDP + OSPF) (without SRv6) one with routers SRv6 providing
with SRV6 L2VPN services
**Core forwards MPLS
labels and IPv6 labels ( |
during migration** . |
hgZTTTTs PE4
- - - VPN + VPLS CE4
Seamless migration with = RN L Gni e e B01) A A
“VPLS and EVPN seamless R ¥R/
integration” (RFC 8560) } &
N\
“ BD1 g
T i b PE3
s pEa \ MW EVPN + VPLS
EVPN # VPLS" | -
Traffic between new EVPN devices uses SRv6 I"\. -“‘-.I
Traffic between new and old devices uses MPLS network '.\\{_EJ.-CE:!

No gateway required between MPLS and EVPN
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IX.br: EVPN SRv6 implementations

Fev Jun Ago Nov Set Nov
2024 2024 2024 2024 2025 2025
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First IX.br Brasilia Enabled First 84% of 100% of the
implementation migrated from Proxy-ARP/ND EVPN CSID equipment equipment with
of EVPN (IX.br MPLS to on IX.br SRv6 device using EVPN EVPN CSID SRv6
Brasilia), but CSID SRv6 Brasilia implemented CSID SRv6 on and ARP proxy
using MPLS. at IX.br Séo IX.br in S3o enabled at IX.br
Paulo Paulo (97% of Sio Paulo
capacity
migrated)
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IX.br SP: Evolution of equipment replacement
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Monitoring the evolution of SRv6 traffic.
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IX.br SP: PROXY-ARP

ATMv4 - ARP pps

0pls
12N6 12/3 0O1NS O0W30 0214 03/01 0316 03/31 0415 04/30 05N5 05/30 06N4 06/29 0714 07/290 08MN3 08/28 0912 09/27 10NM2 10/27 mnm

== ATMv4 - ARP pps

Reflection on the
participant's
router CPU

ultimo min med
Average CPU Usage (1 minute) [todos] 19.25% 16% 24.1847 %
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IX.br SP: PROXY-ARP

e Protections in the feature ensure that only the participant's MAC address responds for its IP address. Anti-
spoofing protection.

o There is a high volume of routers attempting to establish BGP sessions with inactive ATM IPs.

o While the IP is not assigned, our automation places a static blackhole entry in the proxy table to
avoid generating unnecessary ARPs.

e What are the remaining ARPs after the feature is activated?

o ARPs for participants who are temporarily offline.
o ARPs for participants who have left the network but have not yet been deactivated.
o ARPs for addresses outside the ATM range.
o

We are evaluating in-house solutions to handle these cases.
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And what about PROXY-ND?

e Unfortunately, we found 1 bug that is on the roadmap to be fixed soon by the manufacturer.

e We also found scalability limitations of the solution for the IX.br S3o Paulo network and are awaiting a solution from
the current manufacturer.

e However, network stability, active NS monitoring and notification of participants with problems have considerably
reduced the number of Neighbor Solicitations on the network.

ATMvVE - NS pps

13 08/28 09N2

== ATMvE - NS pps

IROF niedr egihr



December, 2025: IX.br Sao Paulo network status
e Network using 100% EVPN with IPv6 Segment Routing for
production services

e All members are directly connected to EVPN PE routers
e Stable infrastructure with greater resilience

e Improved network visibility

e Significant reduction in ARP volume and addition of anti-spoofing
protection

e Reduction in Neighbor Solicitation volume and complete
elimination of Unknown-unicast

e Significant advancements in internal automation
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Thanks !

WWW.IX.br

jsirota@nic.br

February, 2026
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